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Introduction.
Safeguarding and ensuring stability for fundamental resources and essential infrastructure is an important activity facilitated by the government of the United States. Security is ensured in areas such as health, the economy, security, education facilities among others. Majority of the attacks are governed by technological hazards, destruction of property, breaching of data and terrorist attacks among others. For that reason, these attacks need to be addressed with immediate effect as a way of avoiding psychological and physical consequences. This will be vital in ensuring that the country is safe and secure from attacks and possible threats. ‘’Security is when everything is settled when nothing can happen to you; security is the denial of life’’ (Kitagawa et al., 2017). The case provided provides an insight towards the importance of developing risk assessments and frameworks to prevent crucial sectors in the nation. 
Functions of the National Infrastructure Protection Plan Framework
The National Infrastructure Protection Plan framework is a designed process that is aimed to protect the Nation’s systems, networks, and other functions with an aim of reducing risks that they may affect other fundamental sectors. According to Alcaraz & Zeadally (2015), ‘‘Security is always excessive until it's not enough’’. One function that is attributed to this framework is to plan and coordinate the Nation’s overall efforts, functions and efforts for critical sectors. The united states depend on many sectors as a way of maintaining its status and sovereignty. As such, the framework is vital for overseeing the development and integration of national initiatives that are crucial for safeguarding the interests of the public. For that reason, security is promoted as well as peaceful relationships between the public and authorities. 
Another function of the National Infrastructure Protection Plan framework is to detect vulnerabilities and close security gaps before they become critical. Based on the case provided, the inmates planned an escape plan because of the poor communication that existed between prison facilitators and officers. In addition, there were open security gaps that allowed the two inmates to plan their escape. For that reason, this framework can be vital in ensuring that security is ensured in prisons to avoid related cases. ‘’Security is when everything is settled when nothing can happen to you; security is the denial of life’’ (Zio, 2016). Also, this framework can be used to improve communication especially for officers who control prisons to ensure inmates don’t plan escapes. 
Public-Private Partnerships for Infrastructure Security
Both the public and private partnerships have been critical in the improvement of infrastructure security. Private partnerships are controlled by private institutions with an aim to oversee the completion of projects based on a given budget. They are not controlled by the government or politicization influences hence making them fundamental in protecting crucial sectors in the nation. On the other hand, public partnerships generally consider the say or ideas of the public in its implementations and operations. In other words, the public is consulted according to the demands especially for the benefit of security reasons. ‘’No trial is so large we can't overcome it together’’ (Alcaraz & Zeadally, 2015).
Basic Steps of a Vulnerability Assessment
In regards to the case study provided, it is evident that there is need to take precautions to safeguard security facilities as well as other critical areas to prevent a similar case from occurring in future. The first step of the vulnerability assessment is threat assessment. Threat assessment involves the entire scope of threats such as accidental, terrorists, criminal and natural among others under a given facility or sector. Under this step, the assessment team should access the magnitude of the risk with the help of reviewing supporting information. This helps in evaluating the likelihood of occurrences under all possible threats. For example, the criminal activities which are evident in the case study provided might call for immediate assessments. Again, crime rates in the inmate's facility may be a good indicator of the type of criminal activity that may threaten other facilities (Zio, 2016). For that reason, examining the magnitude of risk may be essential in deciding the appropriate step to take.
The next step is a system baseline definition. Under this step, it is essential to collect enough information about all the systems as well as facilities. It is also important to examine all the open ports, security gaps, and rooms that shouldn’t be opened at a given time (Coyle & Fair, 2018). This will ensure that the facilities are well safeguarded to protect possible escape plans. Upon reviewing the case study, the escape plan would have been prevented through this step. To ensure that this step is successful in the vulnerability assessment, it is necessary to gather enough information and possible vulnerabilities regarding the facility or the services concerned. 
Performing the vulnerability is the third step as far as vulnerability assessment is concerned. It is important to look for weaknesses in the services and facilities as well as the best date before performing the scan. According to Kitagawa et al. (2017), some of the scans that can be performed are; quick, aggressive and full scans.  Moreover, manual scans are also important for the critical facilities and assets under the vulnerability assessment. Manual scans can be operational through the configuration of the credentials which are on the scanner configuration with an aim of performing a better and successful vulnerability assessment.
The last step is the creation of a vulnerability assessment report. This is the most important step since involves risk mitigation techniques that are based on the assets and results examined. To have a clear understanding of the risks, it is necessary to review what the report encompasses. The name of the risks, date of discovery and detailed description of the vulnerability among others are critical components of the report (Alcaraz & Zeadally, 2015). Again, an understanding of these components will enable the assessment team to have a complete reflection of the security posture in all the aspects of the facility. 
Recommendations
The situation which is stipulated in the case is characterized by physical and psychological torture as well as the destruction of property. For that reason, it is essential to come up with recommendations that could have prevented the situation from happening. First, the inmate’s facility would have been equipped with cameras and CCTV's in all the cells. New technological advancements have facilitated the innovations of cameras that can be used to monitor many rooms using one monitor (Zio, 2016). If the entire facility would have been equipped with cameras, it would have been easier to discover the plans during its initial stages. Therefore, it is vital that prisons facilities consider equipping facilities like the kitchen, cells and recreational facilities especially in cells that accommodate a lot of prisoners. 
Again, ensuring that the perimeters of prison facilities were secure enough would have been vital in avoiding the situation. As hinted, the two prisoners easily accessed many facilities by simply using manual keys. Although there were other facilities that were characterized by technologies, some would be easily opened by keys. Advanced technologies governed by software would have been essential in avoiding the destruction and trouble caused during the situation. Additionally, the doors and elevators would have been equipped by passwords hence making it hard for the inmates to access them. According to Coy & Fair (2018), ‘’only in growth, reform, and change, paradoxically enough, is true security to be found’’. It is recommended that prison facilities construct perimeters to maintain the state and can help to deter contrabands and weapons from being thrown into the prison. For that reason, prison facilities should consider securing perimeter walls, constructing doors and elevators that have passwords with an aim to prevent a related case with this one from happening.  
Lastly, programmes to instil discipline would have been critical in avoiding the situation (Zio, 2016). As hinted, there are cases of sexual abuse and physical abuse that were propelled by the two inmates. This is a clear indication the prison had no concrete programmes to aid prisoners change their behaviours while they were serving their sentences. Therefore, it is recommended that collection and prisons facilities come up with initiatives that can help the prisoners change their behaviours and perceptions for life so that they can fit in the society. 
Conclusion.
In summation, it is essential to ensure that all the sectors, services and resources are protected from possible threats and attacks. This is because the sectors affect the entire nation’s operations and could even lead to stagnation of crucial activities. The National Infrastructure Protection Plan framework remains to be a fundamental tool strategy that can be used to counter risks that pose threats to sectors. Vulnerability assessment is also recommended at all stages to create efficiency in the sectors. In addition, it is also important for a re-construction of prisoners based on their management and operations to prevent another case from happening.
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